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Introduccioén

En esta ocasion, vamos a intentar explotar la tltima creacion de @shelldredd, la maquina
REI. Es una maquina Linux y su nivel de dificultad es facil.

Enumeracion

Vamos a comenzar determinando la IP que tiene la maquina victima dentredidcksto
se hace de la siguiente manera:
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filter, @ packets dropped by kernel
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Una vez obtenida la IP objetivo, vamos a escanear que servicios tiene abiertos, utilizando
nmap.

-[~f.fauditorias_maquinas/otras_maquinas_vuln/REI/nmap ]
3 2.168.1.5¢ allports
and scan times may be slower.

Jtcp on
t 18:12,
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Read data files from:
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PORT STATE SERVICE AS VERSION
63777/tcp open http y . A4 lighttpd 1.4.59
open ssh L pl Debian 5 (protocol 2
MAC Address: ; M § ¢ virtual NIC)
vice Info

T\ e d
Nmap done:

Tenemos servicios abiertos en:

1 Puerto 63777ttp lighttpd 1.4.59
1 Puerto 65333ssh  OpenSSH 8.4pl
Vamos a empezanalizando el servicio que se ejecuta en el puerto 63777 http.




Placeholder page

The owner of this web site has not put up any web pages yet. Please come back later.

You should replace this page with your own web pages as soon
as possible.

Unless you changed its configuration, your new server is configured as follows:

« Configuration files can be found in fetc/1ighttpd. Please read /etc/lighttpd/conf-available
/README file.

* The DocumentRoot, which is the directory under which all your HTML files should exist, is set to
Jvar/wevi/html.

« CGl scripts are looked for in /usr/lib/cgi-bin, which is where Debian packages will place their
scripts. You can enable cgi module by using command "lighty-enable-mod cgi"”.

* Log files are placed in /var/log/lighttpd, and will be rotated weekly. The frequency of rotation can
be easily changed by editing /etc/logrotate.d/lighttpd.

« The default directory index is index.html, meaning that requests for a directory /foo/bar/ will give
the contents of the file /var/www/html/foo/bar/index.html if it exists (assuming that /var/www/html is
your DocumentRoot).

« Additional documentation can be found at"text" archive: indexp in the default directory /var/www
Jhtml/ .

« You can enable user directories by using command "lighty-enable-mod userdir"

About this page

This is a placeholder page installed by the Debian release of the Lighttpd server package.

This computer has installed the Debian GNU/Linux operating system, but it has nothing to do with the
Debian Project. Please do not contact the Debian Project about it.

If you find a bug in this Lighttpd package, or in Lighttpd itself, please file a bug report on it. Instructions on
doing this, and the list of known bugs of this package, can be found in the Debian Bug Tracking
System.

Vamos a continuar realizando una exploracién de los directorios que se encuentran

disponibles.

~/..fauditorias_maquinas/otras_maquinas_vuln/REI/nmap 4
.1.56 77 . 1

HTTP
Output File: | : i, /reports/

Error L /hon

~/..fauditorias_maquinas/otras_maquinas_vuln/REI/nmap

Vamos a analizar la informaciéon contenida en el archivo robots.txt.




Aunque no contiene da de utilidad. Volvemos a la web estética por si hubiese alguna
informacion que nos pudiese ser de interés.

Placeholder page

The owner of this web site has not put up any web pages yet. Please come back later.

You should replace this page with your own web pages as soon
as possible.

Unless you changed its configuration, your new server is configured as follows:

« Configuration files can be found in /etc/lighttpd. Please read /etc/lighttpd/conf-available
/README file.

* The DocumentRoot, which is the directory under which all your HTML files should exist, is set to
Svar/wwa/html.

* CGl scripts are looked for in /fusr/1ib/cgi-bin, which is where Debian packages will place their
scripts. You can enable cgi module by using command "lighty-enable-mod cgi".

* Log files are placed in /var/log/lighttpd, and will be rotated weekly. The frequency of rotation can
be easily changed by editing /etc/logrotate.d/lighttpd.

* The default directory index is index.html, meaning that requests for a directory /foo/bar/ will give
the contents of the file /var/www/html/foo/bar/index.html if it exists (assuming that /var/www/html is
your DocumesR oot).

(M~ dditional do\.jnentation can be found at"text" archive: indexp in the default directory /var/
/html/ .

+ You can enable user directories by using command "lighty-enable-mod userdir”

Como podemos legen el texto se indica la existencia de un archivo indexp, en el
directorio raiz del servidor.
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Nos devuelve a que directorios podemos acceder y a cuales no. Vamos a utilizar curl,
para filtrar solo que directorios podemos ver su contenido.

Time
Total

fdmusic/promotions/AmazonMusicUnlimited
ishlist/universal
wishlist/vendor-button
our-button

ishlist/unive

ishlist/vendor-button
fwishlist/ipad-install
ichin/
ichin/ r-button

Vemos varias urlsvisitamos cada una de ellas, para ver su contenido.




403 Forbidden

Las demas urls nos devuelven error 404.

Vamos arealizarun escaneo de directorios paradasurls encontradas.

~/..fauditorias_maqu otras_maquinas_vuln/REI/nmap
ur-button/ /h

OQutput File: /honm ili/.dirse rts/ 3.1.5 chin-your-button-_

Error Lc

Vamos a ver que contiene el archivo en la direcdiétp:/IP:63777/gichin/your
button/note.html
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http://ip:63777/gichin/your-button/note.html
http://ip:63777/gichin/your-button/note.html

Vamos a ver el codigo fuente por si pudiese contener alguna informacion interesante.

b <script=[=</script=
w<div class="portada”=
b =div id="menu"=[= </div=
=div class="portada-index"></div=

w=div align="center"=
k <a style="font-weight: bold;" title="ENTER" href="chuck-norris.html" target=""=[=l</a>
<fdiv=

<fdiv=

Contiene un enlace. Vamos a ver su contenido. Ademas, de poderpsssible usuario
para ssh (chuekorris).

w» =div class="portada”>
w<div id="menu">
b =svg viewBox="0 8 1320 280"=[=l=/svg>
b =div class="contenedor-texto">= </div>
<fdiv=
=div class="portada-index"==</div=
wadiv align="center">

P <a style="font-weight: bold;" jhARee@chuck-norris is the user masterf)
=/div=

= fdive

href="" target="">@l</a>

Vemos una frase que también nos da indicios de que Chuck Norris es un usuario del

sistema.

Balance is key, ¢ sera Balance un password?

Vamos a abrir el directorio ssh.
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403 Forbidden

Vamos a realizar un escaneo del directorio ssh, para ver que informacién podemos
encontrar.

~/../auditorias_maquinas/otras_maquinas_vuln/REI/nmap
http://192.168.1.50:63777/gichin/your-button/ssh/ /home/kali/Desktop/listas/directory-list-2.
medium. txt 200,301 60

Extensions: Wordlist size:

Output File: /home/kali/.dirsearch/reports/192.168.1.50-63777/-gichin-your-button-ssh-_22-04-03_12-44-39.txt

Error Log: /home/kali/.dirsearch/logs/errors-22-04-03_12-44-39.log

Y encuentra el archivo rsa. Vamos a abrirlo en el navegador.

Vamos a descargarlo para ver su contenido.

























